Research Paper

Combating Deepfake News in Bengali: Detection and
Prevention of Manipulated Social Media’s Content Using
Machine Learning

RESEARCH SUPERVISOR

Dr. Md. Ashikur Rahman Khan
Professor & Chairman
Department of ICE, NSTU

SUBMITTED BY

Md. Jane Alam
Roll No: ASH2111MSc112M
Session: 2020-2021
Year II, Term I
Department of ICE, NSTU

DEPARTMENT OF INFORMATION AND COMMUNICATION ENGINEERING
NOAKHLAI SCIENCE AND TECHNOLOGY UNIVERSITY
MARCH 2024



Combating Deepfake News in Bengali: Detection and
Prevention of Manipulated Social Media’s Content Using
Machine Learning

MD. JANE ALAM

This research paper submitted to the Department of Information and Communication Engineering,
Noakhali Science and Technology University, in partial fulfillment of the requirements for the

degree of M.Sc. (Eng.) in Information and Communication Engineering.

DEPARTMENT OF INFORMATION AND COMMUNICATION ENGINEERING
NOAKHLAI SCIENCE AND TECHNOLOGY UNIVERSITY
MARCH 2024



DECLARATION

I hereby declare that this research paper has not been submitted elsewhere for the requirement of

any kind of Degree, Diploma or Publication.

Md. Jane Alam

Roll No: ASH2111MScl112M

Session: 2020-2021

Year II, Term I

Department of Information and Communication Engineering
Noakhali Science & Technology University

Noakhali - 3814.



ACCEPTANCE

This research paper is submitted to the Department of Information & Communication Engineering,
Noakhali Science & Technology University, Noakhali - 3814, Noakhali in partial fulfillment of
the requirements for having the M.Sc. (Eng.) degree in ICE.

Dr. Md. Ashikur Rahman Khan

Professor & Chairman

Department of Information and Communication Engineering
Noakhali Science & Technology University

Noakhali - 3814.



TO MY BELOVED PARENTS



ABSTRACT

With the rapid growth of digital media and social networks, the spread of misinformation and
manipulated content has become a significant concern. Nowadays, misinformation and false
rumors mostly come from social media platforms. Deepfake technology, which allows the creation
of realistic but fabricated news, audio, images, and videos, has emerged as a potent tool for the
production and dissemination of deceptive content. While the detrimental impacts of deepfake
news are widely recognized, research efforts in combating this phenomenon are largely focused
on English and a few other major languages. On the other hand, Bengali grammar and language
are significantly more difficult and essential to learn. This research paper aims to address this gap
by proposing a comprehensive approach for detecting and preventing deepfake news specifically
in the Bengali language.

This study utilizes a newly released set of Bangla fake news dataset, marked by experts. It then
employs Bengali-based embeddings for machine learning classifiers and utilizes trained
bidirectional encoder representations from transformers (BERT) in Bengali to determine
sentiments in Bengali grammar.

The results show that increasing the training data consistently enhanced the BERT-based
classifiers' performance, surpassing that of ML classifiers. When compared to prior studies on
detecting Bengali fake news, the current study's findings indicate a more significant improvement.

Keyword: Bangla Fake News, BERT classifier, Fake News Detection, Bangla
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CHAPTER 01

INTRODUCTION

1.1 Introduction

Fake news is information that has been intentionally created to deceive or manipulate audiences,
sometimes presented as authentic news but that is actually fake or misleading. It can involve
fabricated stories, manipulated facts, or distorted interpretations presented as legitimate news. The
aim of fake news is typically to sway opinions, push certain agendas, or cause confusion among
the audience. The main aim of detecting fake news is to help online users steer clear of different

kinds of false information.

In Bangladesh, social media and online news sources have grown in popularity over the last few
years. Furthermore, accessing the news portals and the associated social media pages is not too
difficult. These two platforms exchange every aspect of news from across the country. For all types
of internet users, news portals are an essential component of online communication. Press releases,
publications, articles, blogs, and other news-related material can be shared on these channels [1].
With busy schedules, many can't read newspapers to catch up on yesterday's news. So, they turn
to websites and electronic media for updates. They offer a quick way for individuals to access the
latest happenings. Whether it's news articles, stories, or data on these platforms, their influence is
substantial. The content shared here significantly shapes how people view and comprehend current
events, making these digital sources pivotal in molding public opinion and awareness [2]. The data

we take in significantly influences our decision-making processes and shapes our worldview [3].

Because of this, fake news is extremely dangerous. The main disadvantage of online news portals
and various social media platform are the spread of fake news, even though they have made our
lives easier by providing access to daily news from anywhere. Fake news can be created for various

reasons. Sometimes, it's for political agendas or to influence public opinion. At other times, it
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might be for monetary gain through increased website traffic or ad revenue. Misinformation might
also stem from misunderstandings or misinterpretations that spread rapidly before being corrected.
In some cases, it's intentional manipulation to deceive or create chaos within society. Social media
fake news has the power to destroy not only our society but the entire nation in a matter of hours,

spreading like wildfire [4].

The global impact of false information is causing widespread chaos. In the 2016 US election, a
quarter of the American population reportedly visited deceptive news websites over a six-week
period, potentially influencing the election's outcome [5]. Similarly, in Bangladesh, the 2012 Ramu
incident stands out as a poignant example. Nearly 25,000 individuals participated in the destruction
of Buddhist temples triggered by a fake Facebook post from an anonymous account [6]. The
incident resulted in the destruction of approximately 12 Buddhist temples, several monasteries,
and around 50 houses due to the collective rage fueled by the false information. Instances involving
fake news containing sacrilegious content have the potential to incite such emotional reactions in

communities where religious sentiments run high, leading to similar regrettable events.

In the effort to combat misinformation, specialized platforms such as www.snopes.com,
www.fullfact.org, www.jaachai.com, www.politifact.com, and www.factcheck.org have emerged.
These sites manually curate and debunk potentially false news stories from online sources,
providing logical and factual explanations behind their inaccuracy. However, these platforms face
limitations in their responsiveness to rapidly emerging fake news events. Recently, computational
methods have been introduced as an additional strategy in the fight against fake news, aiming to
supplement these manual efforts for quicker and more adaptive responses to combat the spread of
misinformation. Long [7] explored using multi-perspective speaker profiles to spot fake news,
while Yang [8] employed linguistic cues to detect satirical news. Karadzhov [9] proposed an
automated fact-checking model that cross-checks news claims with external sources. In the realm
of social media, Dong [10] utilized deep two-path semi-supervised learning for fake news
detection, Alawadh [11] used Mini-BERT Technology to detect and analyze Arabic Fake News.
Few studies have examined the existence of fake news before the common era (BCE), but the
concept reemerged with the advent of printed media [12]. However, among the transformative

impacts of news-disseminating platforms, the emergence of social media stands out as the primary
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catalyst for the proliferation of fake news. Social media platforms drastically amplify the spread
of news [13]. Fake news fabricates information regarding individuals, objects, or events, causing
uncertainty among users about its accuracy. In certain cases, it can lead to mental health issues,
while deceptive information about companies can significantly harm their reputation and business

prospects [14].

Because of the increasing difficulty in automatically identifying fake news, recent research has
concentrated on addressing these concerns. There's been a recent surge in interest surrounding
social media and other news content [15]. Additionally, countries dealing with fake news
challenges are witnessing a rise in the utilization of Bangla news channels and social media

platforms.

However, these studies focused solely on analyzing English or other language news content.
Despite Bangla being spoken by around 300 million people worldwide, ranking as the 7th most
spoken language globally, there isn't a computational method or resource available right now to
address the problem of fake news in Bengali. The major challenge lies in assembling a authentic
and balanced dataset in real time, incorporating suitable attributes. Limited research has employed
both private and public datasets. Similarly, our proposed study utilizes a newly released public
Bangla news dataset derived from real-time data encompassing both reliable and unreliable news
sources. Studies into fake news have found misleading cues, informal news styles, and fabricated

sentiments as prominent traits.

In the past, fake news detection relied on sentiments, linguistic hints, and writing style. However,
the explosion of deep learning models in discourse and sentiment analysis drove us to create a DL-

focused solution. Our proposed study makes the following contributions towards this endeavor:

e Making Specialized Bengali Datasets: Creating customized datasets in Bengali with varied
content to train machine learning models that spot deepfake news in the language.

e Integration of BERT Technology for Enhanced Bengali Deepfake Detection: Leveraging
state-of-the-art BERT (Bidirectional Encoder Representations from Transformers) models

to refine and bolster the accuracy of Bengali deepfake detection algorithms, marking a
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significant advancement in combatting manipulated content within the realm of Bengali
social media.

¢ Constructing robust machine learning algorithms customized for Bengali language nuances
and socio-cultural contexts, aimed at effectively identifying and preventing the spread of
manipulated content in social media platforms.

e Providing guidelines for integrating the deepfake detection & prevention model into

existing media platforms to combat the spread of deepfake news effectively.

We expect our research work will play an important role in the development of fake news detection
and prevention systems. In the rest of the paper, we provide a brief description of our dataset
categorization techniques as well as the creation and effectiveness of systems for preventing and

detecting fake news.

1.2 Problem Statement

Deepfake technology has developed as a major issue in the digital era, permitting the development
of very convincing fake multimedia material that may confuse and misinform the public. While
there has been substantial study on identifying deepfake material in English and other languages,
there is a noteworthy lack of studies addressing the detection and mitigation of deepfake news in

Bengali.

The absence of effective tools and techniques to identify manipulated multimedia content in
Bengali poses a serious threat to the integrity of information and the potential for widespread
dissemination of misleading or false information. As a result, there is an urgent need to develop
robust machine learning algorithms and frameworks tailored for the detection of deepfake news in

the Bengali language.

This research aims to address the gap by proposing and implementing novel approaches for
detecting manipulated multimedia content, particularly deepfake videos and images, in Bengali.
The study will explore the unique linguistic and cultural aspects of the Bengali language to develop

language-specific models that can accurately identify deepfake content. Additionally, the research
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will investigate the performance of various machine learning algorithms, such as deep neural

networks and convolutional neural networks, in detecting deepfakes in the Bengali language.

The outcomes of this study will lead to the construction of a complete system capable of preventing

deepfake news in Bengali, therefore protecting the reliability and authenticity of digital media

material. Furthermore, the suggested methodologies may be incorporated into current media

verification frameworks and platforms to improve their efficiency in detecting and combating

deepfake material in Bengali.

1.3 Research Gap

The research gap in combating deepfake news in Bengali and detecting manipulated multimedia

content using machine learning can be identified in the following areas:

a)

b)

Limited Research on Bengali Language: Most existing research on deepfake detection
and combating fake news focuses on English language content. However, Bengali is a
widely spoken language with its unique linguistic characteristics, cultural references, and
contextual nuances [1]. The lack of dedicated research on deepfake detection in Bengali
poses a significant gap, as the techniques and models developed for English may not be
directly applicable to Bengali. Therefore, there is a need for research that specifically
addresses the challenges and intricacies of detecting deepfake news in the Bengali

language.

Scarcity of Labelled Datasets: Deepfake detection models rely on large-scale, labelled
datasets for training and evaluation. However, there is a lack of comprehensive and
publicly available labelled datasets specific to Bengali deepfake content [2]. The absence
of such datasets hinders the development and evaluation of deepfake detection models
tailored for the Bengali language. Closing this research gap requires the creation of
curated datasets containing authentic and manipulated Bengali multimedia content,

enabling researchers to train and validate models effectively.

Contextual Understanding and Cultural Nuances: Deepfake news often exploits

cultural, social, and political contexts to manipulate public opinion [3]. Understanding the
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cultural nuances and context-specific features of Bengali media is crucial for accurate
deepfake detection. However, the existing research does not adequately explore the
cultural aspects and contextual understanding necessary for detecting manipulated
multimedia content in Bengali. Bridging this gap involves studying the specific cultural
references, language usage, and media consumption patterns in the Bengali-speaking

population to develop effective detection methods.

By addressing these research gaps, the proposed research project can contribute significantly to

the development of effective deepfake detection methods and frameworks tailored for Bengali,

enabling the detection and mitigation of manipulated multimedia content in the Bengali media

landscape.

1.4 Relevance to National Interest

Combating deepfake news in Bengali and detecting manipulated multimedia content using

machine learning is of significant relevance to national interest due to the following reasons:

a)

b)

Preserving Information Integrity: Deepfake news poses a severe threat to the integrity
of information and the credibility of media sources. By spreading fabricated and
manipulated content, it can distort public perception, mislead citizens, and erode trust in
news sources. Protecting the integrity of information is crucial for maintaining a well-

informed society, promoting democratic values, and ensuring the stability of the nation.

Safeguarding Social Cohesion:_Deepfake news has the potential to incite social unrest,
amplify existing divisions, and polarize communities. By spreading misinformation, it can
manipulate public opinion, fuel conflicts, and undermine social harmony. Combatting
deepfake news in Bengali is essential for safeguarding social cohesion, fostering a sense of

unity, and promoting healthy public discourse within the country.

Protecting Democratic Processes: Deepfake news can pose a significant threat to
democratic processes, including elections and public decision-making. Manipulated
multimedia content can be used to influence voter behaviour, discredit political opponents,
and undermine the fairness and transparency of elections. Detecting and countering

deepfake news in Bengali is vital for ensuring the integrity of democratic processes,
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preserving the citizens' right to access accurate information, and upholding the principles

of fair and free elections.

d) Mitigating Security Risks: Deepfake technology can be employed for malicious
purposes, such as spreading propaganda, creating fake identities, or conducting targeted
disinformation campaigns. These activities can have severe security implications,
including compromising national security, inciting violence, or damaging the reputation of
institutions and individuals. By developing robust deepfake detection mechanisms in

Bengali, potential security risks can be mitigated, thereby protecting the nation's interests.

e) Promoting Media Literacy: The fight against deepfake news necessitates the promotion
of media literacy and critical thinking skills among the public. By raising awareness about
deepfake technology, its potential impact, and the techniques to identify manipulated
content, individuals can make informed judgments and become less susceptible to
misinformation. This, in turn, strengthens the overall media ecosystem, empowers citizens,

and enhances the nation's resilience against disinformation campaigns.

f) Strengthening Digital Infrastructure: Addressing the challenges of deepfake detection
in Bengali requires the development of robust machine learning models, infrastructure, and
technical capabilities. Investing in research and innovation in this area not only enhances
the nation's technological capacity but also strengthens the overall digital infrastructure.
Such advancements can have broader applications beyond deepfake detection and

contribute to the growth of the digital economy and technological competitiveness.

In summary, combating deepfake news in Bengali and detecting manipulated multimedia content
using machine learning aligns with national interest by preserving information integrity,
safeguarding social cohesion, protecting democratic processes, mitigating security risks,
promoting media literacy, and strengthening the digital infrastructure. By addressing these issues,
the proposed research project can contribute to a more informed, resilient, and secure society, thus

serving the long-term interests of the nation.
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1.4 Objectives

The objectives of this research are as follows:

1.

ii.

1il.

To investigate and adapt existing machine learning algorithms and techniques for deepfake
detection to the Bengali language.

To design and implement a deepfake detection model specific to Bengali multimedia
content.

To evaluate the performance of the proposed model using benchmark datasets and real-

world scenarios.

iv.  To provide guidelines for integrating the deepfake detection model into existing media
platforms to combat the spread of deepfake news effectively.
Contribution

The objectives of this research are as follows:

1.

1l

1il.

1v.

To investigate and adapt existing machine learning algorithms and techniques for deepfake
detection to the Bengali language.

To design and implement a deepfake detection model specific to Bengali multimedia
content.

To evaluate the performance of the proposed model using benchmark datasets and real-
world scenarios.

To provide guidelines for integrating the deepfake detection model into existing media

platforms to combat the spread of deepfake news effectively.

Scope of the Research Work

CHAPTER 02

LITERATURE REVIEW
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2.1 Related Works

This chapter offers a comprehensive analysis of the research on the use of various machine learning
approaches to identify and prevent deepfake news." Certain limits and obstacles in the field have
been recognized by the research that have been evaluated. Let us now look at the important study

done by various researchers in this field.

2.2 Existing Fake News Detection Techniques

During the COVID-19 pandemic, a supervised machine learning system was created to identify
false information and rumours on Arabic-language social media [16]. Using Twitter's Streaming
API, the author gathered one million Arabic tweets and analysed them to identify pandemic-related
topics, detect rumours, and predict tweet sources. A sample of 2,000 tweets was manually labelled
as false information, correct information, or unrelated. With the use of many machine learning
classifiers, including Naive Bayes, Logistic Regression, and Support Vector Machine, rumour
identification was accomplished with 84% accuracy. However, this research has limitations,
including dataset unavailability and reliance on a single source of rumours, the Saudi Arabian

Ministry of Health.

Previously, Al-driven automated solutions proposed the use of machine learning (ML) and deep
learning (DL) methods to identify fake news or text. The Arabic language dataset was collected
using a variety of web-scraping techniques or from publicly available datasets, with noteworthy
results. Using seven different ML classifiers, sarcasm detection in two Arabic news datasets
(misogyny and Abu-Farah) demonstrated encouraging results, especially with the BERT
technique. The binary classification achieved a 91% accuracy rate, while multiclass problems
achieved an 89% accuracy using the same misogyny dataset. Furthermore, employing the BERT
method for sarcasm detection demonstrated an 88% accuracy in binary classification and 77%

accuracy in multiclass classification, surpassing previous methods [17].

A comparison between news websites involved ranking them against verified news sources to
create a new accuracy score. This score was utilized to authenticate sites based on specific criteria.

Assessing similarity between news items used the topl cosine method, employing TF-IDF
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analysis, and computing a 50% score through the topl cosine method. An innovative accuracy
measure, previously unexplored, was introduced and compared with prior studies to showcase its

novel inclusion [18].

A research study utilized a gradient boosting technique to identify rumors within Arabic tweets,
considering rumors as a form of extensive misinformation on social media platforms. Twitter data
encompassing both rumors and non-rumors underwent preprocessing, extracting content-, user-,
and topic-related features. Applying classical ML methods to the refined dataset, the eXtreme
Gradient Boost (XG-Boost) achieved a high accuracy rate of 97.18% in classifying rumor-related
data within 60% of the training dataset [19].

Perez-Rosas utilized a linear SVM classifier and linguistic features like N-grams, punctuations,
and LIWC for supervised learning models to detect fake news patterns [20]. They collected a
dataset of 240 genuine news articles from various US mainstream news sites and created a
corresponding dataset with fake versions of these articles using crowdsourcing through Amazon
Mechanical Turk (AMT). However, to uncover deeper features of fake news, neural networks,
particularly word embedding techniques with deep neural networks, have proven effective [21].
Nonetheless, neural network models require extensive datasets. For their study, the Liar dataset—
which included 12.8K human-labeled statements—was utilized, and deep neural network

structures as well as surface-level linguistic analysis were applied [22].

Within a big data architecture, true and fake news were identified from political, governmental,
US, Middle Eastern, and general news datasets. Following preprocessing and cleaning, contextual
and statistical features were taken out and put into four different machine learning classifiers:
Random Forest, Naive Bayesian, Decision Tree, and SVM models. Furthermore, BERT, LSTM,
and GRU techniques were employed, with a novel stacked model combining LSTM and GRU
demonstrating superior performance. The findings of earlier investigations were surpassed by this
stacked model, which obtained the best accuracies of 0.991 and 0.988 for the GRU and LSTM
models, respectively [23].
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A method called the soft voting classifier, utilized in studies like [24], combined classical machine
learning classifiers such as Support Vector Machine, Logistic Regression, and Naive Bayesian.
These algorithms were trained and optimized using the FridSearchCV technique. Kaggle provided
a dataset comprising both fake and real news for evaluation. With an accuracy rate of 93% and an

F1 score with 94% precision and 92% recall, the ensemble technique was the most successful.

Various methods are utilized to assess fake news based on the specific news type being processed
in [25]. This paper incorporates LIWC software for psycholinguistic analysis and utilizes Google’s
API to gauge news article toxicity, while TextBlob’s API computes subjectivity. Different
classifiers, including KNN, Naive Bayes, Random Forests, Support Vector Machine with RBF
kernel, and XGBoost, are employed, assessed based on their AUC and F1 score performances.
Notably, Naive Bayes showed subpar performance in both AUC (72%) and F1 score (75%).
Conversely, Random Forests and XGBoost showcased stronger predictive abilities, achieving 86%
and 85% accuracy, respectively, concerning AUC. Despite their proficiency, both models still have
room for enhancement, possibly through newer classifier techniques. Acknowledging the
limitations of sole textual analysis, the paper suggests leveraging deep learning and neural

networks to trace news sources, a pivotal step in refining authenticity prediction.

The authors described a semi-supervised, graph-based approach for identifying bogus news in their
publication [26]. They mainly used content-based detection algorithms, concentrating on three
main components: creating an article similarity network, embedding articles into a Euclidean
space, and applying graph learning techniques to infer missing labels. Notable innovations
included identifying contextual commonalities between articles using a graph-based representation
method and using word embeddings to create latent representations of news items in a lower-
dimensional Euclidean space. Using Graph Neural Network topologies that are good at functioning
with little labeled data, this system turned challenges involving the detection of fake news into a
semi-supervised graph learning challenge. Comparable outcomes were found between 20% and
84% labeled data in their studies with different levels of labeled data, ranging from 2% to 20%.
When analyzing fresh articles, their AGNN and GCN models fared better than others.
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Ahmed et al. [27] detailed a methodology aimed at discerning pseudo-content, commencing with
dataset preprocessing to remove stop words, punctuation, and extraneous characters.
Subsequently, the text underwent tokenization and stemming to extract n-gram features,
facilitating the formation of requisite documents. The final phase encompassed classifier training.
Evaluation encompassed testing across six distinct machine learning algorithms, namely SGD,
SVM, LSVM, K-Nearest Neighbor (KNN), LR, and DT. Veronica Perez-Rosas and associates
looked into cutting-edge methods for spotting fake news online, with a particular emphasis on
social media platforms, as reported in Pérez-Rosas et al. [28]. They carried out tests to produce
accurate detectors and created two datasets specifically designed for the detection of fake news
across several news domains. Utilizing a combination of lexical, syntactic, and semantic factors in
addition to text readability attributes, they were able to detect bogus content with up to 78%

accuracy.

In Monteiro et al. [29], linguistic analysis and machine learning were used to examine the detection
of fake news in Brazilian Portuguese and other languages. Using text truncation and the Linear
SVC approach, they produced an artificial classifier that achieved 89% accuracy. This allowed

them to create the "Fake.Br corpus" by gathering and classifying authentic news items.

In the meanwhile, to strengthen AI methods against disinformation, Hanselowski et al. [30]
performed a retrospective analysis on the top three systems in a false news challenge. The work
offered thorough explanations of these systems, assessed the experimental design critically,
suggested a new metric that included F1, and examined the features that were used.

A method for automatically categorizing tweets on Twitter into three different categories—hateful,
offensive, and clean—was proposed by Gaydhani and colleagues (Gaydhani et al., [31]). They
experimented with n-grams as features and their term frequency-inverse document frequency
(TFIDF) values in several machine learning models, using a Twitter dataset. They examined

various values of n in n-grams, compared the models, and used TFIDF normalizing approaches.

2.4 Summery:

Table 1 displays an overview of these investigations.
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Table 1: Summery of the investigations

Title

Methods

Results

Data Source

Artificial intelligence-based
approach for misogyny and
sarcasm detection from Arabic
texts [17]

BERT and other
classical machine
learning methods

Misogyny:
Binary = 91%,
Multi = 89%
Sarcasm:
Binary = 88%,
Multi = 77%

Misogyny and Abu
Farah datasets

An intelligent cybersecurity

Website ranking +

50% score through

Several benchmark

system for detecting fake news in ~ Tf-IDF scoresused the topl cosine datasets generated
social media websites [18] to calculate the method by Kaggle

proposed news’

accuracy
An effective approach for rumor Content-user, and Accuracy using Public dataset

detection of Arabic tweets using
extreme gradient boosting method
[19]

topic-based features
with machine
learning classifiers

XG-boost =97.18%

Context-Based Fake News BERT, LSTM, and  Highest Accuracies Information

Detection Model Relying on Deep  GRU techniques of GRU: 0.991 and  Security and Object

Learning Models [23]. LSTM: 0.988 Technology (ISOT)
dataset

An Ensemble Machine Learning FridSearchCV Accuracy = 93%, Kaggle dataset

Approach for Fake News technique F1 Score = 93%,

Detection and Classification Using Precision = 94%

a Soft Voting Classifier [24]. and Recall = 92%

A hybrid deep model for fake KNN, Naive Bayes, Naive Bayes: Two real

news detection,” in Proceedings of
the 2017 ACM on Conference on
Information and Knowledge
Management [25]

Random Forests,
SVM with RBF
kernel, and
XGBoost

AUC = 72%,

F1 Score = 75%,
Random  Forests:
86%,

XGBoost: 85%

world datasets

Throughout our literature review, we have found that most research studies focus on fake news

detection methods in English and other languages. However, these methods have difficulties in
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finding and using an authentic and well-balanced dataset along with matching ground-truth
annotations. Since research on fake news in Bengali language is still in its early stages, so we
create a method to identify fake news in Bangla and adapt our dataset in a variety of ways that may

be applied to other research streams.

SUMMARY
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CHAPTER 03

METHODOLOGY

3.1 Methodology

The main goal of this research work was to detect and prevent manipulated social media deepfake
news specifically in the Bengali language. This goal has been achieved by rigorously evaluating
and comparing the performance of multiple machines learning methods, including Logistic
Regression (LR), Decision Tree (DT), Gradient Boosting (GB), Random Forests (RF) and
Bidirectional Encoder Representations from Transformers (BERT), and various performance
metrics. Ultimately, this research project aims to bridge the research gap by developing innovative

approaches and models for detecting deepfake news specifically in Bengali.

3.2 Machine Learning Techniques / Algorithms

In our research we’ve used various machine learning models that are suitable for deepfake
detection in Bengali. This includes traditional machine learning algorithms, deep learning

architectures (e.g.,

1. Logistic Regression (LR)
ii.  Random Forest Classification (RF)
iii.  Decision Tree (DT)
iv.  Gradient Boosting (GB)
v.  Bidirectional Encoder Representations from Transformers (BERT)
or state-of-the-art models specifically designed for deepfake detection. Train the models using the
annotated dataset, considering appropriate data augmentation techniques to enhance model

performance and generalization.
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3.2.1 Logistic regression

Logistic regression, a supervised machine learning technique, is predominantly employed for
classification tasks aiming to forecast the probability of an instance belonging to a specific class.
This statistical method assesses the relationship between a group of independent variables and a
set of binary dependent variables. It serves as a valuable tool for decision-making, utilizing a set
of independent factors to predict the categorical dependent variable. A discrete or categorical value
is required as the result of a categorical dependent variable's prediction using logistic regression.
It provides probabilistic values between 0 and 1, as opposed to exact values between 0 and 1. This
can appear as True or False, 0 or 1, Yes or No, and so on. Rather of fitting a regression line to 0 or
1, logistic regression uses a sigmoid-shaped logistic function to predict two maximum values. The
logistic function's curve shows the likelihood of an event dependent on its weight. Logistic
regression is a strong machine learning technique that may be used to categorize new data and

provide probabilities based on both continuous and discrete datasets.

a) Terminologies involved in Logistic Regression: The following are some terminology
frequently used in logistic regression:

e Independent variables: Also referred to as predictor variables or features, these are the
variables used to predict the dependent variable. They can be continuous, categorical, or
binary.

e Dependent variable: Also known as the response variable or target variable, it is the
variable being predicted in logistic regression. It is typically categorical or binary.

e Logistic function: Also called the sigmoid function, it is used to transform the linear
combination of independent variables and coefficients into probabilities between 0 and 1.

e Logit: The natural logarithm of the odds ratio. In logistic regression, the relationship
between the independent variables and the dependent variable is modelled using the logit
function.

e Odd ratio: The ratio of the probability of an event occurring to the probability of it not
occurring. In logistic regression, the coefficients represent the change in the odds of the

dependent variable given a one-unit change in the independent variable.
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b)

Log-odds: The natural logarithm of the chances is called the log-odds, or logit function.
The log odds of the dependent variable in logistic regression are represented as a linear

mixture of the intercept and the independent factors.

N Y | ] r i
Figure 3.1: Logistic function (sigmoid function)

Coefficient: Also known as beta coefficients or weights, these represent the strength and
direction of the relationship between each independent variable and the dependent variable.
Intercept: The constant term in the logistic regression equation, representing the value of
the log-odds when all independent variables are zero.

Maximum Likelihood Estimation (MLE): The method used to estimate the parameters
of the logistic regression model by maximizing the likelihood function, which measures
the probability of observing the data given the model parameters.

Confusion Matrix: A table used to evaluate the performance of a classification model,

showing the counts of true positives, true negatives, false positives, and false negatives.

Types of Logistic Regression: Logistic Regression can be classified into 3 categories. These

are: -

Binomial: There are only two conceivable forms of dependent variables in binomial
logistic regression, such as 0 or 1, Pass or Fail, etc.

Multinomial: The dependent variable in multinomial logistic regression may be one of
three different unordered categories, such as "cat," "dogs," or "sheep".

Ordinal: There are three or more possible ordered sorts of dependent variables in ordinal

nn

logistic regression, such as "low," "medium," or "high".

19| Page



3.2.2 Random Forest Classification

Among the supervised learning techniques, Random Forest is a well-known machine learning
algorithm. It can be used for machine learning problems involving both regression and
classification. It is based on the idea of ensemble learning, a technique that combines multiple

classifiers to solve a complex problem and improve the performance of the model.

Random Forest is a classifier that "contains a number of decision trees on various subsets of the

given dataset and takes the average to improve the predictive accuracy of that dataset."”

Training Training Training
Data Data eee Data
1 2 n
Training ¢ ¢ ¢
e Decision Decision Decision
Tree Tree Tree
Voting

(averaging)

v

Prediction

Test Set

Figure 3.2: Random Forest Classification

The random forest gathers the forecasts from each decision tree instead than relying on a single
one, and it predicts the outcome based on the majority vote of predictions. Higher accuracy and a
decreased chance of overfitting are associated with larger tree counts in the forest. The Random

Forest algorithm's operation is illustrated in figure 2.

3.2.3 Decision Tree

The decision tree is one of the best supervised learning strategies for both regression and
classification issues. It creates a tree structure similar to a flowchart, with each internal node
denoting a test on an attribute, each branch denoting the test's result, and each leaf node (terminal
node) carrying a class name. The training data is divided into subsets based on attribute values
iteratively until a halting condition such as the maximum tree depth or the minimum number of

samples required to split a node is met.
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a) Terminologies involved in Decision Tree: The following are a few terms that are frequently

used in decision trees:

Root Node: The root node in a decision tree is the highest node, representing the whole
dataset and divided into child nodes according to feature values.

Internal Nodes: Decision tree nodes that show splits based on feature values and from
where child nodes branch.

Leaf Node (Terminal Node): Nodes in a decision tree that indicate final decision
outcomes or classifications and from which no child nodes branch off are called leaf nodes,
sometimes known as terminal nodes.

Splitting Criterion: The information gain, entropy, or Gini impurity criterion that is
applied at each node to divide the data. It establishes the dividing feature and threshold.
Decision Rule: Regulations at every internal node that specify how the data should be
divided according to the values of attributes.

Feature: Attributes or variables used for splitting the data at each node in the decision tree.
Branch: The path from the root node to a leaf node, representing the sequence of decisions
made based on feature values.

Pruning: A technique used to prevent overfitting by removing unnecessary branches or
nodes from the decision tree.

Entropy: A measure of impurity or disorder in a dataset, used as a splitting criterion to
maximize information gain.

Gini Impurity: A measure of impurity or uncertainty in a dataset, used as a splitting
criterion to minimize impurity in child nodes.

Information Gain: A metric used to evaluate the effectiveness of a split in reducing
uncertainty in classification tasks, calculated as the difference between the impurity of the
parent node and the weighted impurity of the child nodes.

Decision Tree Depth: The number of levels or layers in a decision tree, representing the

complexity of the model and its ability to capture intricate patterns in the data.
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Figure 3.3: Decision Tree

3.2.4 Gradient Boosting

Gradient boosting is a robust boosting approach that turns several poor learners into strong learners
by improving their performance. Gradient descent is used to train consecutive models to minimize
a loss function, which can be anything from cross-entropy to mean squared error relative to the
preceding model. In order to minimize the gradient of the loss function with respect to the
predictions made by the current ensemble, this method generates a new weak model for each
iteration. The new model's predictions are added to the ensemble and the process is repeated after

it reaches a predetermined stopping condition.
Gradient Boosted Trees is a technique that uses CART (Classification and Regression Trees) as

its base learner. The following diagram illustrates the gradient-boosted tree training procedure for

regression problems.
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Figure 3.4: Gradient Boosted Trees for Regression

3.2.5 BERT (Bidirectional Encoder Representations from Transformers)

Using BERT for detecting and preventing deepfake news is a promising approach. BERT is a

powerful natural language processing model that can analyse text and identify patterns. Here's how

BERT can be applied in the context of deepfake news:

a)

b)

d)

Text Classification: BERT can be trained to classify news articles or social media posts
as real or potentially deepfake generated. By feeding it with labelled data containing both
real and deepfake content, BERT can learn to differentiate between them based on
language patterns and context.

Fact-Checking: BERT can assist in fact-checking by analysing the claims made in news
articles or posts. It can cross-reference information with trusted sources and flag content
that doesn't align with credible information.

Context Analysis: BERT can identify inconsistencies or anomalies in the language used
within a piece of content. Deepfake news often contains subtle linguistic cues that may be
missed by human readers but can be detected by models like BERT.

Sentiment Analysis: BERT can determine the sentiment of a news article or post. Some
deepfake news might use emotionally charged language to manipulate readers, and

sentiment analysis can help spot such manipulation.
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e) Monitoring social media: BERT can be employed to continuously monitor social media
platforms for the spread of deepfake news. It can identify trending topics and posts that are
gaining traction, helping to address the issue promptly.

f) Content Moderation: BERT can assist in content moderation by flagging or removing
deepfake content from websites and social media platforms.

Output Sentiment class

Custom task dependent header | Classification task
.., classification, subsentence extraction Fully-connected i drOPOUt

Y Y W S BERT ‘
{[01][02][03J"-[0N]1 %% [
Il ! 76
[ : % ( Input sentence |
i : %
@ ‘ s e Subsentece start, end indices
1[ Word embedding ]‘ [ Fully-connected

| -

[ Tokenisation + masking | (

J
[ Conv1D + dropout ]
)

Input sentence

( Input sentence ]

Figure 3.5: Bidirectional Encoder Representations from Transformers (BERT)

However, it's important to note that while BERT and similar models can be valuable tools in the
fight against deepfake news, they are not foolproof. Deepfake technology is continually evolving,
and creators are finding ways to make their content more convincing. Therefore, a combination of
machine learning models like BERT, human fact-checkers, and efforts to promote media literacy

are essential for an effective strategy to detect and prevent deepfake news.
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CHAPTER 04

IMPLEMENTATION

4.1 Implementation

We've devised a research methodology comprising six steps to tackle the challenge of combating
deepfake news in Bengali and identifying manipulated content within social media using machine

learning.

LLerEy C]())the:tmn = Feature Model Fine-tuning and Training and Evaluation and
Preprocessing Extraction Development Optimization Testing Validation

Figure 4. 1: Workflow Diagram to Combat Bangla Deepfake News

4.2 Data Collection & Dataset Description

A dataset refers to a collection of data files where tabular datasets may contain one or more
database tables. In a table, each row signifies an occurrence, while each column denotes a distinct

variable. Multiple files or documents collectively form a dataset.

A major challenge in identifying false news in Bengali was the dearth of pertinent research and
resources in the Bengali language sector. Bengali did not have the same amount of datasets as
better researched languages like English, Spanish, French, or Chinese, which is necessary to build
reliable algorithms for detecting fake news. This lack of data turned into a significant barrier,
similar to trying to reach an impossible goal. The lack of research on the identification of fake
news in Bengali made it more difficult to obtain a suitable dataset for our study.To address this
issue, we set out to find an appropriate dataset that was customized to the intricacies of the Bengali

language. The process of obtaining a reliable dataset required careful work and thorough searches
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via numerous news portals and websites. In spite of the rarity, we were able to locate an annotated

dataset that had been painstakingly selected by a researcher from SUST, Bangladesh [32].

This collection of facts, which we assembled from several sources, served as the foundation for
our research. Carefully selected from a wide range of news portals and websites, it provided a
representative and varied sample of Bengali content, which was crucial for honing our false news
identification algorithms. Every item in this dataset captured the core of the news scene in Bengali
as well as the grammatical subtleties of the language. The extensive scope of our study not only
served as a basis for our research, but it also shed light on possible solutions to the problem of
scarce data in minority languages for upcoming research projects in this field. The filename and

features of our collected dataset are depicted in the table 2.

Table 2: Contents of Dataset

Filename  Authetic-48K.csv LabelAuthentic7K.csv Fake-1K.csv LabelFake-1K.csv

Rows 48K 7k 1.3K 1.3K
Columns 7 7 7 7
Features ArticleID, Domain, Date, Category, Headline, Content, Label

Within our research paper, we utilized two out of four Microsoft Excel .csv files, namely
Authentic48K.csv and Fake-1K.csv. This dataset is labeled, comprising approximately 48,000

authentic news samples and roughly 1,300 fake news instances.

We collected another authentic dataset. This dataset contains 2K news and the title of the file is

BanAuthFakeNews.csv. The features of this dataset are depicted in the table 3.

Table 3: Contents of Dataset

Filename BanAuthFakeNews.csv

Rows 2K

Columns 5

Features ArticlelD, Category, Headline, Content, Label
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The description of the column of the dataset are shown in below table 4.

Table 4: Description of Column

Column Name | Description

ArticleID | Serial Number of the News Article

Domain | Address of News Article

Date | News Published Date

Category | Category of the News Article

Headline | Headline of the News Article

Content | Description of the News Article

Label | Indicates whether the content is Authentic or Fake.

The sample of Authentic dataset are shown in the below table 5.

Table 5: Sample of Authentic Dataset

ArticleID

8

Domain

http://ittefaq.com.bd

Date

2018-09-20 16:50:33

Category

National

Headline

SfeTsIeT 219793 eIl @ frse SO &y 7ERS 203: Mg

Content

PRPTSTRY eeT BoTeTisr 2w 4CeTiz, THRaehe fRofebe (Gabae (2B Pt iy gt sz 2
5 ateT, S3fEh Frwion sate 30 @ FRTS (T FZITST 901, (T e erd Gy e o e
B O 2O AN ClagaRIbnR SeEise Mgerm ZA6HEs Femmot v (il #15<g
‘Forgbe fOfabE GHbgced (S3TH) T SRPit o4 Sfofh TgoRl a2l 0o
FrsTEl RrEl 9, w3 R Sulb ToREFHS #1093 ol T AR ITRTECT Hbe, fSfbe,
(BFb 932 AT IRZR 1 2R TS Ra7as FrFiiens SI0g SIFEAIT 8 SR 2091 720 @
33 (AF ORI PGS 5115 &2 FICS AR FEwIieng e 38 21 A 06, @ st [T-75
el off 33033 3-afe SIGREE Cofs w4l 200z Gt 2R e a3 (ififd o6 @32 b cefeg o
TR fSeber 32 Coff afeada IRl FReEr Jcew, Rewica Feel Sa S o @
2P {19 FACO 20F| 2@ IS T SIS el 2071 ol ICei, FpTa wrefess a<2ice Ko
ST (T 2001 T (A (A0 BRI Rl e wui 2ce) FERCRCY efET IR S
I CHHCACR S @ FeTIet SFTR ! TR SCe PRI (PP 2302 SIS iy
ANITHEP (G (G 2T N 57 AR A A0 @SB N3 @ Tep Rt [ 10ok Ao
. CT=AR (2113, FReif @ N R RS1CeR b3 (N, SRaR, AR (CTSetrs 1R (AfSR)
PG ST FC 2 @32 Bibe (Frifeils SRS -2 AP0 #fHbier (V. §i2w S I g
@

Label

1
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The sample of Fake dataset are shown in the below table 6.

Table 6: Sample of Fake Dataset

ArticleID | 4

Domain | channeldhaka.news

Date | 2018-06-30T15:56:47+00:00

Category | Sports
Headline | ST G (IRt firceret ¢ |
IR p1=! FFSISE 210 ZFICHR T 8-9 CAITCET ARGCIR A0S FHeT (AT SIACHH AT et G|
CETT (AT WO QBT RGO RGRT F(F AT513 AR SNCE5134 G2 FAPER 1S3 FeRee Wb |
GFCS FIH 9N TC T8 IS RS 9 (olieT & 2 BTGB JRTCe| I (BFot (4t w3
U (1) 2010 TUCT AR FICH 4G | AT T FTT Sl Foas CleT pieCa (o SeGfBeria S|
93 AR 1! (A R BT (0T A BTG FBA11! WS RIS 7N (A5 o1 AT 9 A1 (720
AR, FIE SR A T RIGTS RIGCS (A TR [y I [ (AT Foi02e1| @3 Az (W forst
fafSe S TS AW, X7 WA, “HN ST FHIT CEARI S SF FoIeT (LI IS TR ([FCH
2 CHEIEGLE 20T #1071 2RI IR SR (IR JMAE T 9 47D EHREA 2B SiZarw
20 AN G2 A2 O KT S I0H1 Ie TPl (3 a2 g eei 193" ©g3 @

Label | 0

Content

Although this dataset is labeled, further processing is needed before it can be used to train the

model to identify bogus news in Bengali.

4.2.1. Data Preprocessing

Data preprocessing involves a series of steps and techniques used to clean, transform, tokenize and
organize raw data before it's used in analysis or model training. It includes tasks like handling
missing values, normalization, scaling, encoding categorical variables, and other operations to
make the data more suitable for machine learning algorithms or analytical processes. The data was
tokenized using two different techniques. We trained the BERT model to tokenize sentences using
WordPiece tokenization, which is very useful for managing new vocabulary. HuggingFace's
publicly available Transformers implementation was used to setup our dataset for tokenization.
Next, we made use of a pre-trained transformer model that was highly efficient and based on a

tokenization library created especially for the Bengali language.
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Figure 4. 2: Data Preprocessing
Data from the real world isn't always accurate and constant. These data are inaccurate and don't
show particular patterns or behaviors. Preprocessing data has the ability to fix these problems. In
the realm of Machine Learning, data preprocessing modifies the dataset to a format that algorithms
can easily understand and handle during the procedures. The data preprocessing involved several
key steps:
e Data Cleaning: Removed punctuation, numbers, null values, and duplicates from the raw
dataset.
e Stop Words Removal: Filtered out words with minimal meaning.
e Formatting: Transformed the data into two distinct formats for clean and standardized
analysis. The two formats are-
1.  Corpus: A corpus is a structured collection of texts used for linguistic analysis or
research purposes. To convert the dataset into a corpus structure, we employed
Pandas, a Python library utilized for data analysis.
ii.  URL Removal: URLs are either reference links or metadata (such as HTML tags)
if they are found in the content, but they don't provide any useful information. First,

we pre-processed the dataset by removing all URLs.

With all these steps wrapped up, our polished corpus is ready.
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4.3. Feature Extraction

The process of converting unprocessed data into a format that machine learning algorithms can
use efficiently is known as feature extraction. It involves selecting, combining, or transforming
variables within the dataset to create new features that are more informative and representative of
the underlying data patterns. By removing unnecessary details or characteristics from the data,
dimensionality is decreased and the algorithm's capacity to learn and generate precise predictions
is improved. In our corpus, we've employed Term Frequency-Inverse Document Frequency
(TF-IDF), recognized as a top-notch method for extracting features. Term Frequency-Inverse
Document Frequency assesses the significance of terms inside a document or corpus in order to

extract features. Two factors are computed:

e Term Frequency (TF): Calculates a term's frequency of occurrence in a document. By
calculating a word's frequency of occurrence in relation to the total number of words in a
phrase, one can apply the Term Frequency (TF) technique.

e Inverse Document Frequency (IDF): Evaluates a term's uniqueness across all documents
in the corpus. Rare words that appear in fewer documents tend to have higher IDF scores

and are considered more significant.

The TF-IDF value results from multiplying TF by IDF. A higher TF-IDF signifies the rarity of

the word or phrase.
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4.4. Model Development

Our aim was to select the most efficient approach in our model for detecting fake news. We can

see the proposed model in Figure 8.
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Figure 4. 3: Proposed Method for Bangla Fake News Detection

After collecting the initial dataset, the subsequent step involved data processing essential for
feeding machine learning classifiers and extracting features. This process is crucial for various text
classification tasks as it enables the extraction of relevant information from the dataset, facilitating
accurate analysis and classification of textual data. Essentially, it ensures that the data is structured
and transformed in a way that allows machine learning algorithms to effectively interpret and

derive meaningful insights.

The preprocessing phase demanded extensive tasks like eliminating punctuation marks, stop
words, URLs, numbers, converting cases, identifying named entities, stemming, and lemmatizing.
However, given the constraints of working with the Bengali language and limited tools, we focused
on removing punctuation marks, stop words, and numbers to cleanse the dataset. We utilized TF-

IDF for feature extraction.
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After completing the initial steps, we split our dataset into two portions: 70% for training the
machine learning classifier and 30% for testing its performance. This division allows us to train

the model on a substantial portion of the data and evaluate its effectiveness on unseen data.

We experimented with many classifiers, including Decision Tree (DT), Gradient Boosting (GB),
Random Forest (RF), Logistic Regression (LR), and Bidirectional Encoder Representations from
Transformers (BERT). Each of these classifiers has unique characteristics and ways of learning
from the data. By testing these different models, we aimed to identify which one performs best for

our task of detecting fake news in Bengali.

After training and testing each classifier, the model evaluated their performances. The goal was to
determine which classifier yielded the most accurate and reliable results in distinguishing between
real and fake news in Bengali. The selected classifier was the one that demonstrated the highest
accuracy and robustness in identifying fake news within the dataset. This approach enabled us to

finalize the best-performing classifier to use for detecting fake news in Bengali language content.

4.5 Fine-tuning and Optimization
Fine-tune the selected models to improve their performance on Bengali-specific deepfake

detection. Explore techniques such as

e Transfer learning
e Domain adaptation or

e Model assembling

to enhance the models’ robustness and adaptability to Bengali language nuances and cultural

contexts.

4.6 Evaluation and Validation

Evaluate the performance of the developed models using appropriate evaluation metrics such as

i.  Accuracy

1.  Recall
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1i.  Precision and

iv.  F1 score.

A. Accuracy: To Calculate the accuracy of the performance model the following equation can be

used.

Precision * Recall
Fl = 2 % — e 4.1
Precision + Recall

F1 -Score represent the trade off between precision and recall. It calculates the harmonic mean
between each of the two. Thus, it takes both the false positive and the false Negative observations

into account. F1-Score can be calculated using the following formula.

Validate the models using cross-validation techniques or separate validation datasets. Compare the
performance of different models and identify the most effective approaches for deepfake detection

in Bengali.

B. Recall: In machine learning, recall is a performance metric that measures the ability of a model
to correctly identify all relevant instances of a particular class or category within a dataset. It
is a measure of the model's ability to avoid false negatives. Recall is particularly important in
scenarios where the identification of certain instances is critical, such as in medical diagnosis

or fraud detection.

Mathematically, recall is calculated as the ratio of the number of true positives (TP) to the sum

of true positives and false negatives (FN):

Recall=TP /(TP + FN) «oeevvmeevemniiiniiiininnn. 4.2

True positives (TP) represent the instances that are correctly identified as positive by the
model, while false negatives (FN) represent the instances that are incorrectly classified as

negative but actually belong to the positive class.
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A high recall value indicates that the model is effective at capturing a large proportion of the
positive instances within the dataset. Conversely, a low recall value suggests that the model may

be missing a significant number of positive instances.

While recall is an important metric, it should be considered alongside other performance measures,
such as precision, accuracy, and F1 score, to gain a comprehensive understanding of a model's

performance.

C. Precision: In machine learning, precision is a performance metric that measures the accuracy
of the positive predictions made by a model. It quantifies the proportion of correctly predicted
positive instances out of all instances predicted as positive by the model. Precision is
particularly useful in scenarios where the focus is on minimizing false positives, such as in

spam detection or anomaly detection.

Mathematically, precision is calculated as the ratio of true positives (TP) to the sum of true

positives and false positives (FP):

Precision = TP / (TP + FP) ++vvvvereevvineiiiniiinnnnn. 4.3

True positives (TP) represent the instances that are correctly identified as positive by the
model, while false positives (FP) represent the instances that are incorrectly classified as

positive but actually belong to the negative class.

A high precision value indicates that the model has a low rate of falsely classifying negative
instances as positive. It suggests that when the model predicts a positive instance, it is highly
likely to be correct. On the other hand, a low precision value indicates that the model has a
higher rate of false positives, meaning that it is incorrectly labeling negative instances as

positive.

Precision should be considered alongside other performance measures, such as recall,

accuracy, and F1 score, to gain a comprehensive understanding of a model's performance.
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Depending on the specific problem and requirements, there may be a trade-off between

precision and recall.

. Performance Metrics:

To evaluate the performance of algorithms, I use different metrics. Most of them are based on
the confusion matrix. A confusion matrix is a matrix that summarizes the performance of a
machine learning model on a set of test data. It is often used to measure the performance of
classification models, which aim to predict a categorical label for each input instance. The

matrix displays the number of

1. True Positives (TP)
ii.  True Negatives (TN)
iii.  False Positives (FP)
iv.  False Negatives (FN)

produced by the model on the test data.

Predicted classes

Negative Positive
0 1
Negative TN FP
0
Actual .
classes
Positive FN TP
1

Figure 4. 4: Confusion Matrix
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CHAPTER 05

RESULTS AND DISCUSSION

5.1 Result Analysis and Discussion

We will evaluate our model using a variety of measures, including accuracy, precision, recall, and
F-1 score for each classifier. We divided our dataset into two parts: 25% for testing and 75% for
training. In the upcoming sections, we will provide a thorough analysis of the performance

exhibited by each classifier during testing.

5.2 Logistic Regression

The accuracy, precision, recall and F1-score of Logistic Regression algorithm are shown in below

table 7.
Table 7: Accuracy, Precision, Recall and F1-score of Logistic Regression

Accuracy 97.71%

Precision 97.58%
Recall 97.71%
F1-score 96.98%

Confusion Matrix
12000

10000

8000

- 6000

- 4000

- 2000

Figure 5. 1: Confusion Matrix for Logistic Regression

36|Page



Figure 9 shows us that accuracy is about 97.71%. A score of 97.58% was awarded for precision.
We discovered that 121162 authentic news items were correctly classified as authentic news, and
74 false news items were successfully classified as fake news, demonstrating the accuracy of our
forecasts. Moreover, the classifier's validity is demonstrated by its 97.71% recall and 96.98% F-1

SCore.

5.3 Decision Tree

The accuracy, precision, recall and F1-score of Decision Tree algorithm are shown in table 8.

Table 8:Accuracy, Precision, Recall and F1-score of Decision Tree

Accuracy 97.62%

Precision 97.42%
Recall 97.62%
F1-score 97.51%

Confusion Matrix (Decision Tree)
12000

10000

8000

- 6000

Actual

- 4000

-2000

Predicted

Figure 5. 2: Confusion Matrix for Decision Tree
Figure 10 shows us that accuracy is about 97.62%. A score of 97.42% was awarded for precision.
We discovered that 12047 authentic news items were correctly classified as authentic news, and
165 false news items were successfully classified as fake news, demonstrating the accuracy of our
forecasts. Moreover, the classifier's validity is demonstrated by its 97.62% recall and 97.51% F-1

Score€.
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5.4 Gradient Boosting

The accuracy, precision, recall and F1-score of Gradient Boosting algorithm are shown in table 9.
Table 9: Accuracy, Precision, Recall and F1-score of Gradient Boosting

Accuracy 98.11%

Precision 97.93%
Recall 98.11%
F1-score 97.75%

Confusion Matrix (Gradient Boosting)
12000

10000

o - 120 199

8000

- 6000

Actual

- 4000

- 2000

Predicted

Figure 5. 3: Confusion Matrix for Gradient Boosting
Figure 11 shows us that accuracy is about 98.11%. A score of 97.93% was awarded for precision.
We discovered that 12152 authentic news items were correctly classified as authentic news, and
120 false news items were successfully classified as fake news, demonstrating the accuracy of our
forecasts. Moreover, the classifier's validity is demonstrated by its 98.11% recall and 97.75% F-1

SCore.

38| Page



5.5 Random Forest

The accuracy, precision, recall and F1-score of Decision Tree algorithm are shown in table 10.
Table 10: Accuracy, Precision, Recall and F1-score of Random Forest

Accuracy 97.85%
Precision 97.90%
Recall 97.85%
F1-score 97.20%

Confusion Matrix (Random Forest)
12000

10000

8000

- 6000

Actual

- 4000

- 2000

Predicted

Figure 5. 4: Confusion matrix for Random Forest
Figure 12 shows us that accuracy is about 97.85%. A score of 97.90% was awarded for precision.
We discovered that 12176 authentic news items were correctly classified as authentic news, and
78 false news items were successfully classified as fake news, demonstrating the accuracy of our
forecasts. Moreover, the classifier's validity is demonstrated by its 97.85% recall and 97.20% F-1

SCore.
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5.6 BERT (Bidirectional Encoder Representations from Transformers)
The accuracy, precision, recall and F1-score of BERT algorithm are shown in table 11.
Table 11:Accuracy, Precision, Recall and F1-score of BERT

Accuracy 98.52%
Precision 98.56%
Recall 99.95%
F1-score 99.25%

Confusion Matrix

47 178

Actual

Predicted

Figure 5. 5: Confusion Matrix for BERT
Figure 13 shows us that accuracy is about 98.52%. A score of 98.56% was awarded for precision.
We discovered that 12159 authentic news items were correctly classified an authentic news, and
147 talse news items were successfully classified as fake news, demonstrating the accuracy of our
forecasts. Moreover, the classifier's validity is demonstrated by its 99.95% recall and 99.25% F-1

SCore.
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5.6 Comparison

The summery of these classifier is shown the below table 12.

Table 12: Comparison summary of the classifiers

Model Name Accuracy Precision Recall F1-score
Logistic Regression 97.11% 97.58% 97.71% 96.98%
Decision Tree 97.62% 97.42% 97.62% 97.51%
Gradient Boosting 98.11% 97.93% 98.11% 97.75%
Random Forest 97.85% 97.90% 97.85% 97.20%
BERT 98.52% 98.56% 99.95% 99.25%

Table 12 indicates that the Gradient Boosting Classifier achieved an accuracy of 98.11%. Random

Forest and Decision Tree Classifier also showed outstanding accuracy of 97.85% and 97.62%

respectively. However, with 98.52% accuracy, the BERT Classifier had the highest performance.

We may also observe that, due to the algorithm's design, the Logistic Regression Classifier had

the lowest accuracy of 97.11%. The column chart in Figure 14 illustrates the results we obtained

using the classifiers.

100.50%
100.00%
99.50%
99.00%
98.50%
98.00%
97.50%
97.00%
96.50%
96.00%
95.50%
95.00%

Logistic Regression Decision Tree Gradient Boosting

The summery of these classifiers

M Accuracy M Precision BRecall BFl-score

Figure 5. 6: Histogram of the Classifiers

Random Forest

BERT
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CHAPTER 06

CONCLUSION

6.1 Conclusion

Proficient machine learning techniques for detecting fake news are commonly proposed in the
English language. However, there has been limited scholarly research conducted in the Bengali
language to address this issue. Furthermore, constructing a substantial corpus of annotated datasets
for Bengali news poses another significant challenge. Nevertheless, this study utilized a recently
published annotated dataset in Bengali, meticulously labeled by professionals. The analysis reveals
that all classifiers demonstrated strong performance in distinguishing between authentic and fake
news, with BERT exhibiting the highest overall performance. Gradient Boosting also exhibited
notable accuracy along with balanced precision and recall. The selection of the optimal classifier
may vary depending on specific requirements and considerations. Overall, the research
underscores the effectiveness of these algorithms in news classification, offering valuable insights

for combating misinformation and upholding information integrity.

Future Work
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